EUCHNER

Software Manual

Electronic-Key-Manager EKM2

Application Software



g&fzﬁiﬁc“ﬁ;:;-?\;lanager EKM2 E U c H N E R

Contents
1. GENEKAl NOTES........cceeeiiiei i rre e s e s s e na s ren s ren s s rnns s rnmnsssennsssennssrennnnnes 4
1.1. USE OF ThE MANUAL. ...ttt s et e et e e e s et ae e e e st bee e e s aabeeeeseaees 4
1.2. N YeT0] o< TR SRR 4
1.3. REQUIFEMENT TOF thE USEI .. evvveieeieee e e e e e e e e e e e et brae e e e s 4
1.4 SYSEEM TEAUIFEMENTS 1oeeiivvieee ettt ettt e ettt e et e e e e et e e e e st e e e e e bt e e e s eabaeeessabaeeessabbeeeesasbeeeesaareeeessanes 4
1.5. SUPPIEMENEANY AOCUMEBNTS .. .evvieieeeee et e e e e e e e e e e e e e e s e eab b r e e e e e e s e ennseeees 4
1.6. WLl o= 1o T2 0 T 4
1.7. NOtES 0N the EU Data ACT.....ciiiiee ettt e e s saae e e s nbe e e e e nneae e e e ennes 5
1.8. NOEES ON CYDEISECUNLY oiiiiiiiiiiiieeeeeeeeeeeee s 5
1.9. K2 0] PRSP 5
General function of the application software ...........ccoveiieiiiiiiicc e 5
Installing Electronic-Key-Manager EKM2 and starting it for the first time................ 6
g (0 1= o2 7
4.1. YT cTot 11 g =g T[T AR 7
4.2. (T =1 1 Vg 010 =Tt 8
4.3. DIETING PrOJECT .uvvieiiieee ittt e e e e e e e e e e e r e e e e e e e — et e e e e e e aabrrrraaeaas 9
4.4, Exporting and importing PrOJECT.......cuuiieeiiee e 10
5. Editing transponder data...........ccccoieiiiiiiiiiic e 11
5.1. WIEING TraNSPONAEBY ... 11
5.2. HEX/ASCII BAITON 11ttt etie ettt ettt ettt s e et e et e e st e e e et e e sabe e e sabeeeebaeeenbeeesabeeenreas 12
Managing tranSPONAErS ......c.ccuieiiiiiiiiiiiri s s res s s s rsarsa s ssnranssassnssnsennen 13
Predefined Electronic-Key-System EKS projects and data structures..................... 14
7.1. EKS Structure EUODD........oiii it e e st e e e st e e s ae e e e e n e e e e nn e e e e nnne e e e e annes 14
Predefined EKS Light projects and data structures.........cccoreiiiriiiciiciecniceeennes 15
Predefined Electronic-Key-System EKS2 projects and data structures.................. 16
9.1. EKS2 Structure EUODL ....veei ittt ettt ettt ettt e e e e abe e e e e bt e e e e enbae e e s enees 16
9.2. EKS2 structure EUOO2 (only for machine manufacturers) .........coccveeeiiiieee v et 16
10. Individual projects and data Structures ..........ccoveieiiieiiiciicrrc e 17
11. Additional editing functions (only for EKS2 projects) ......cccccceeiiriiiiiieciiieceieeannns 17
11,1, USING HEX/ASCH EAITOF ...ttt e e e e e e bbb e e e e e e s e eenaaaees 17
11.2.  Using text €ditor fOr PrOJECES ..viiiiuriei ittt et bee e e st re e e e eraee s 18
11.3. Managing SECUNTY SEEHINES ..uuviiiiiiiei ittt e et e e e st e e e s st be e e e e eabe e e e s satbeeeesnreeas 19
11.3.1. Using transponders after resetting the project........cccvveeiiieeciiii e, 20
11.3.2. Using transponders after changing the user acCess K&Y.....oocevvvuveeeiiiieeieviiiee e ciiee e 20
11.4. Reading and resetting tranSpONAErS ... ..viii i 21

(translation of the original operating instructions) MAN20001766-03-06/26



Electronic-Key-Manager EKMZI
EUCHNER Software Manua

| 72 0 F: | - Y- T Y0 0= 1 1= 22
12.1.  Creating an individUal PrOJECT ......vviiiiiiiiii ettt re e e s eabre e e e b s 22
12.2.  Defining database fIElAS .......ueeiiiiiiiii e 23
12.2.1. OVErVIEW Of data TYPES cuvvii ettt e s erre e e eneee s 25
12.2.2. Database SHUCTUIE .....c.veei et e s erae e e enaee s 26
12.3. Creating an iNPUE MASK......icuiee ettt s e e e et e e e s st e e e s st be e e e e aabe e e e s snneeeessnneeeas 27
12.3.1. Generating an input mask automatiCally ..........ccveeriiieeie i 29
12.3.2.  Creating an input Mask Manually ..........cccureeriiere e 29
13. Changing SettiNgsS........ccieuiiiiiieiiiiiirri e e s e e s s s s ea s n s rnnsrnnrnnrrnnrnnnrnns 30
14. Updating software and fiIrmware.........cc.covciiiiiiiiiirr e 31
14.1.  Updating Electronic-Key-Manager EKM2........c.ueeiiiiiiiii ittt ettt 31
14.2.  Updating EKS2 programming station fiIrMWare ............coiiiiiiiiiiie it 32
LS T 0 F: | - T+ T T (1« J 32
16. FAQ - Frequently Asked QUEStiONS ............cciiieiiiiiiieiirr s e e e 33
16.1.  For what is the project password reQUIFEA? .........ooieuiiiieeeee e 33
16.2.  Can | assign a new project password without changing the user access Key?........cccovvvvvveeviirveeeeienneen. 33
16.3. | have changed the user access key. Can | continue to use transponders already written in my project?...
33
16.4. | have written transponders. Why aren't they displayed under Manage Transponders? ..................... 33
16.5. [ would like to use the application software on another PC. How can | transfer the license?................. 33

16.6. | would like to change the structure of a predefined project and individually adapt it to my requirements.
How do | edit a predefined ProJECT? ......ooiiuvieii i 33

MAN20001766-03-06/26 (translation of the original operating instructions) 3



g&fgﬁiﬁc“ﬁ;:;-?\;lanager EKM2 E U c H N ER

1. General notes

1.1. Use of the manual
This manual describes the function and use of the Electronic-Key-Manager EKM?2 application software in the following versions:

Version Order no. Version Further information
Electronic-Key-Manager EKM2 Demo 8000211 See EKM2 Single User

Electronic-Key-Manager EKM2 Basic 8000201 V1.0.0 1.8. Notes on cybersecurity on page 5
Electronic-Key-Manager EKM2 Single User 8000220 V1.0.0
1.2. Scope

@ Important!

» Make sure to use the software manual valid for your product version. Please contact the EUCHNER
support team if you have any questions.

» Your software may have been updated. Make sure that the software documentation corresponding
to the update is available and is observed.

1.3. Requirement for the user

Proper use of the Electronic-Key-Manager EKM?2 application software requires knowledge about handling the CIS Ident System
and/or the EKS or EKS2 Electronic-Key-System.

1.4. System requirements

Hardware: Standard PC
Operating system: Windows® 10, 64-bit
Windows® 11
Software: CodeMeter User Runtime for Windows from version 8.40 from WIBU-SYSTEMS AG

1.5. Supplementary documents
The overall documentation for this device consists of the following documents:

Document title

(document number) Contents
(S’\Z)Lt,\\/‘vzagzgwla%gl) (this document) Www
iréfggn;gt(l)%nl_ggil)%_l 10 Information on data usage in accordance with the EU Data Act www

@ Important!

Always read all documents to gain a complete overview for safe use of the application software. The
documents can be downloaded from www.euchner.com. To do this, enter the doc. no. or order number
of the software in the search box.

1.6. Use of brand names
Microsoft Windows® is a registered trademark of Microsoft Corporation.
MIFARE® DESFire® is a registered trademark of NXP Semiconductors.

4 (translation of the original operating instructions) MAN20001766-03-06/26
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1.7. Notes on the EU Data Act
In accordance with EU Data Act 2023/2854, we wish to point out that data are generated during operation of the product.

The type of data generated and access to the data are described in this manual.

You will find further information in the document “Information on data usage in accordance with the EU Data Act”, see 1.5.
Supplementary documents on page 4.

1.8. Notes on cybersecurity
EUCHNER components and systems must not be integrated into public networks. EUCHNER components are intended only

for use in private networks. Use a VPN for remote access.

1.9. Versions

Functions EKM2 Demo EKM2 Basic EKM2 Single User
Usage period 90 days unlimited unlimited
System installation Local client Local client Local client
Editing transponder data

Saving templates o ° o
Importing/exporting templates . o o
Project

Editing predefined projects . ° .
Exporting/importing predefined projects o o o
Creating/editing individual projects ] - .
Exporting/importing individual projects . - .
Managing transponders

Filtering/sorting data records . o .
Deleting data records . . .
Exporting/importing data records . - .
Creating a history . - .

Miscellaneous

Managing security settings (only EKS2) ‘ . ‘ i °

2. General function of the application software

The Electronic-Key-Manager EKM2 application software is used for reading, writing and managing CIS data carriers or EKS
or EKS2 Electronic-Keys on a standard PC. The software is used in conjunction with an EUCHNER read/write station with
serial interface or USB interface.

The following transponders can be written:

System Transponder

CIS3(A) with 16-byte read/write memory
Identification System CIS CIS3A-Mini with 116-byte read/write memory

CIS3A-Mini with 5-byte read-only memory
Electronic-Key-System EKS Electronic-Key EKS with 116-byte read/write memory
Electronic-Key-System EKS2 Electronic-Key EKS2 with MIFARE® DESFire® transponder

You will find further information about writing data to the transponders in the manuals for the related read/write stations.

MAN20001766-03-06/26 (translation of the original operating instructions) 5
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3. Installing Electronic-Key-Manager EKM2 and starting it for the first time

@ Important!

You will require the CodeMeter Runtime from WIBU-SYSTEMS AG to use the EKM2 application software.
You will find further information in our license document.

1. Use the supplied link to download the ZIP folder of the EKM2 application software, then unzip it and save it to a local
directory on the PC.

2. Run the EKMZ2.exe application.
®» The Settings window appears.

@ EKM2 - [m]

EUCHNER Language

Select your language.

Ry Edit transponder data English
Project Device / COM port
Select a device to read the transponders. Select the COM port to which the device is connected.
@ Information -
kfm l
-
® Programming station EK52 O Electronic-Key-System USB/CIS

® Advanced settings

€3 Settings

Port: €@ Transponder: @  Status:

Select your language.
Connect the read/write station to the PC and select the corresponding device.
Select the COM port where the read/write station is connected.

$§ OB w

The connection to the read/write station is established.

@ Important!

» Whenever the program is started again, the Edit transponder data menu item will display the most
recently used window.

» If you would like to change the settings after starting the program for the first time, select the Settings
menu item in the navigation area.

6 (translation of the original operating instructions) MAN20001766-03-06/26
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4. Project

4.1. Selecting project
Prerequisite:

» A read/write station is connected and is selected under Settings.

1. Click Project in the navigation area.

2. Select a project using the All tab or the tab for the corresponding system and open it.

EUCHNER

| Neu || Import |

Transponderdaten
N P

bearbeiten Alle EKS2

(@) Projekt

Transponder
verwalten

Struktur: EU0OO

@ Information

EKS Light [0S 0-3]

EKS Light Struktur fur die Betriebsmodi 0 bis 3

EKS Light [0S 4-5]

The following selection options are available:

System Project

EKS Struktur EU000

‘Wihlen Sie ein geeignetes Projekt aus oder erstellen Sie ein neues Projekt.

EKS-Projekt fur Transponder mit 116-Byte Schreib-/Lesespeicher

Further information

EKS2 structure EUOO1

9.1. EKS2 structure EUOO1 on page 16

Electronic-Key-System EKS2
EKS2 structure EU002

9.2. EKS2 structure EUOOZ2 (only for machine manufacturers) on page 16

EKS structure EUO0O

7.1. EKS structure EUOOO on page 14

EKS Light [0S 0-3]

Electronic-Key-System EKS
EKS Light [0S 4-5]

EKS Light [0S 6-7]

8. Predefined EKS Light projects and data structures on page 15

CIS3(A)

|dentification System CIS CIS3A-Mini

CIS3A-Mini unique

Related operating instructions

» The status bar at the bottom of the window displays the COM port used and the selected system:

Port: @ COM3 - EUCHNER Electronic-K... Transponder: @ Status:

If the connection to the read/write station is interrupted, this situation is indicated in the Status field.

MAN20001766-03-06/26 (translation of the original operating instructions) 7
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=» Depending on the selected project, different menu items are displayed in the navigation area:

Q M2

EU cH NER Select a suitable project or add a new project
XN Edit transponder data Al s as 4
O Project CIS3(A)
CIS3(A) project for transpander with 16-byte read/write memory
@ Information
CIS3A-Mini
CIS3A-Mini project for transponder with 116-byte read/write memory

CIS3A-Mini unique

€IS3A-Mini project for transponder with 5-byte read-only memory

Fig. 1. Navigation area, EKS/CIS projects

=» The corresponding Hex/ASCII editor or an input mask is opened in the Edit transponder data menu item. The transponder

data can be edited.

4.2. Resetting project

If transponders have already been written in a project with a predefined structure, the project can be reset. Depending on

Fig. 2:

Q EKS2 structure EU002
EUCHNER
N Edit transponder data
@ Project
= Manage transponders
& Security
® Additional functions

@ Information

Select a suitable project or add a new project.

All EKS2 EKS

EKS2 structure EU001
EKS2 project for the user

Structure: EU001

EKS2 structure EU002
EKS2 project for the machine

Structure: EU002

the project, the following settings and values will be deleted or reset to the factory settings:

» Entries in the database in the Manage Transponders menu item, see 6. Managing transponders on page 13

» Saved templates
» Changes in text editor (only EKS2)
» Security settings (only EKS?2)

=

manufacturer

Navigation area, EKS2 projects

Important!

®

project on page 20.

» Data of reset projects cannot be restored.
» To continue using already written transponders, see 11.3.1. Using transponders after resetting the

1. Inthe Project menu item in the corresponding project, click the Reset button under More.

(& EKS2 structure EUOO0T - EKM2

EUCHNER

‘ New H Import ‘

X Edit transponder data Al

EKS2

(@) Project

EKS

EKS2 project for the user

= Manage transponders
Structure: EU001

B Security ‘ Open H

Edit

» The project is reset.

Select a suitable project or add a new project.

EKS2 structure EU001

More ¥

i

Reset

Export

o |

(translation of the original operating instructions) MAN20001766-03-06/26
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4.3. Deleting project

An individually created project can be deleted. The following are deleted:
» Database fields and database structure

» Input mask

» Templates

» Security settings

» Current data and history of already written transponders

@ Important!

» Data from deleted projects cannot be restored.

» To continue using already written transponders, see 11.3.1. Using transponders after resetting the
project on page 20.

1. Inthe Project menu item in the corresponding project, click the Delete button under More.

J Sample project - EKM2

EU CH NER Select a suitable project or add a new project.

‘ New ‘ ‘ Import ‘
XN Edit transponder data Al EKS2  EKS
@ . EKS2 structure EU002
Project
EKS2 project for the machine manufacturer
‘= Manage transponders Structure: EU002
) ‘ Open ‘ ‘ Edit ‘
B Security
Sample project More ¥

® Additional functions

Structure: EUO0DO Delete
@ Information ‘ Open H Edit ‘ Export

» The project is deleted.

MAN20001766-03-06/26 (translation of the original operating instructions) 9
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4.4, Exporting and importing project

Projects can be exported and imported for saving projects and for passing them on to another programming workstation.
The project is encrypted by means of a password during export. This password will be required again to import the project.

@ Important!

The password for encrypting exports and imports must be kept safe and protected from unauthorized
access.

) EKS2 structure EUODT - EKM2 Single User

EUCHNER Select a suitable project or add a new project.

| New | | Import | @
% Edit transponder data Al EKS2  EKS =
O Project EKS2 structure EU0O1 More ¥ I
EKS2 project for the user Reset

‘= Manage transponders

9 P Structure: EU001 Export @
& Security | Open | | Edit | o I

1 Import of a previously exported project

2 Export of the project to a directory to be defined

10 (translation of the original operating instructions) MAN20001766-03-06/26
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5. Editing transponder data

The following functions are available for editing the transponder data:

(& EKS2 structure EU0OT - EKM2

EUCHNER | Read || wrie | Edity  Template ¥

‘ Clear Input Mask Load »

Identification

R Edit transponder data ) Rename ,
Serial number (UID)

Delete template 4
@) Project Save as '
Header data Export '

= Manage transponders Company | Import

Transponder data
Prerequisite: A transponder is located in the read/write station’s actuating range.

1 Read The data of the transponder are read.
Write The data are written to the transponder.
Edit
2 Clear Input Mask All fields are cleared.
Template
Load A template to be selected is loaded.
Rename A template to be selected is renamed.
3 Delete template A template to be selected is deleted.

The data are saved as a template. This can simplify the following tasks:
» Writing additional transponders with the same characteristics.

Save as » Writing several transponders with similar characteristics.

It is only ever possible to save the data currently displayed as a template.
Export A template to be selected is exported as an xml file.
Import A template from the drive is imported into the application.

The transponder’s unique serial number (UID — unique identifier) is factory defined and cannot be edited.
Depending on the selected project, either a Hex/ASCIl editor or an input mask with input fields is displayed.

5.1. Writing transponder
Prerequisites:

» A read/write station is connected and is selected under Settings.
» The data to be written have been prepared in the corresponding input mask.

1. Bring a transponder into the read/write station’s actuating range.
=» The Write button is active.

2. Click the Write button.

» The data are written to the transponder.

MAN20001766-03-06/26 (translation of the original operating instructions) 11
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5.2. Hex/ASCIl editor

Edited data or data loaded from a template are displayed in blue in the Hex/ASCIl editor. The data are displayed in black
only after they have been written to the transponder.

Additionally, filling characters can be used to write transponder data uniformly from a defined byte.

The filling characters can be customized as follows:

1. Place the cursor on the corresponding hex field and then click the right mouse button.

2. Click the Filling characters button.

3. Enter a hexadecimal value in the dialog window as specified and confirm with OK.

=» The hex fields are filled with the filling character from the cursor position to the end of the programmable character string.
Alternatively, the filling characters can also be adapted under Advanced settings in the Settings menu item.

12 (translation of the original operating instructions) MAN20001766-03-06/26
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6. Managing transponders

The data of the transponders that have been written in a project are displayed in the Manage transponders menu item.

Prerequisites:
» A project is open.
» Transponders have already been written in this project.

The following functions are available:

) Sample Project 2 - EKM2 - (m] >
EUCHNER Filter by: ¥ Value + Fitte ‘7‘ | | | Export ‘ ‘ Import |
© Serial number (UID) & First Name & Last Name WchkerID © Department ¥ £ Milling © Operating Mode
X Edit transponder data D | % | 0431252ac7109000  Caroline Walker 37 wT Level 3 MO 0
) D %y 04335d2ac7109000  Thomas Schmid 14 Qs Level 5 MO 4
& Project
HO) %y | 04 2c 40 2a 7 10 90 00 Sam Johnson 32 PA Level 3 MO 1
= Manage transponders
& Security
® @ ® ® © @)
Function included in
Description of functions . EKM2
Exi2iBasic Single User
1 Show or hide columns. . .
Filter.
2 Several filters can be set. ° °
3 Move columns using drag&drop. . .
4 The data records of written transponders can be exported and imported. The Electronic-Key data can therefore be transferred i} .
5 from one PC to another.
Delete data record: Lost or expired transponders can be deleted.
The following data from the data record are deleted:
6 » Transponder data * *
» Data in the database
» History
Open history: All changes that were written on the corresponding transponder are displayed.
The following editing functions are available:
7 » Filter - .
» Sort
» Move columns using drag&drop
» Delete data records
8 Edit data: You can edit only data that are stored solely in the database. - .
9 - Data are stored solely in the database. . .
10 @ Data are stored on the transponder and in the database. . .
11 Sort in ascending or descending order. ° .

@ Important!

on the corresponding transponder remain unaffected by this.

When a data record is deleted, only the corresponding entry in the database will be deleted. The data

MAN20001766-03-06/26 (translation of the original operating instructions)
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7. Predefined Electronic-Key-System EKS projects and data structures

7.1.  EKS structure EUOOO
The EKS structure EUOOO project is available for the Electronic-Key-System EKS.

& EKS structure EU00O - EKM2 = (] >

EUCHNER | Read || Write | Edit ¥ Template ¥

Identification
Serial number (UID)
0287 5FTF7B 00 10 32

R Edit transponder data I

) Project
Additional data

‘= Manage transponders Free user data
=
@00 [57 54 33 37 @@ 83 @5 OF |WT37...

@ Information @08 [0F oF @0 o0 @0 00 @2 20| ......
@16 (00 @0 @0 00 @0 00 08 Q0| .. ... ...
@24 (00 @0 @0 00 00 00 00 00|........
@32 (00 @0 @0 00 90 00 00 00|........
@40 (00 @0 @0 00 00 00 00 00|........
048 (00 @0 @0 00 @0 60 00 60| .. ... ...
@56 (00 @0 00 00 00 00 00 00|........
@64 (00 @0 00 00 @0 00 00 00| ... .. ...
@72 (00 @0 @0 00 @0 60 00 60| .. ... ...
@80 (00 @0 @0 00 90 00 00 00| .. ... ...
@88 (00 @0 @0 00 00 00 00 00|........
@96 (00 @0 @0 00 @0 00 00 00| .. ... ...
104 (00 @0 @0 00 90 00 00 00|........
112 (ee @8 ee oo

i Settings

Port: @ COM3 - Serielles USB-Gerat Transponder: @ Status: Valid transponder

A typical example for the utilization of the freely programmable memory for an EKS with data interface could be as follows:
» Department (here: WT)

» Personnel number (here: 37)

» Reserve block

» Access rights for process 1, e.g. milling (here: 3)

» Access rights for process 2, e.g. turning (here: 5)

» Mode of safe operation MO O (here: OFOF)

» Unused memory (freely available)

» Fixed serial number (here: 02...32)

Byte no. 0 1 2 3 4 5 6 7 8 112 113 114 115 116 123
Value [hex] 33 37 00 03 05 OF OF 02 . 32
Value [ASCII] 3 7
Personnel Selection of
Function Res. | Rights | Rights operating Freely available Serial number
number mode

14 (translation of the original operating instructions) MAN20001766-03-06/26
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8. Predefined EKS Light projects and data structures
Three projects for EKS Light can be selected for the Electronic-Key-System EKS.

& EKM2 - o *
EU cH NER Select a suitable project or add a new project.
| New ‘ ‘ Import |
R Edit transponder data Al EKS2 EKS o
© Project I EKS Light [0S 0-3]

EKS Light structure for operating modes 0 to 3

@ Information

EKS Light [0S 4-5]

EKS Light structure for operating modes 4 and 5

EKS Light [0S 6-7]

EKS Light structure for operating modes 6 and 7

G Settings

Port: @ COM3 - Serielles USB-Gerat Transponder: @  Status:

You will find further information about the function and application in the following manuals:

Document Document number
Manual EKS Light and Light FSA 110845
Additional manual EKS Light and Light FSA 2513217

The documents can be downloaded from www.euchner.com. Enter the document number in the search box.

MAN20001766-03-06/26 (translation of the original operating instructions) 15
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EUCHNER

9. Predefined Electronic-Key-System EKS2 projects and data structures
9.1.

with predefined functions and a corresponding input mask.

EKS2 structure EUOO1
The EKS structure EUOO1 project is available to the user for the Electronic-Key-System EKS2. It contains a data structure

In the EKS2 structure EUOOQ1, the validity of the transponder can be checked in up to four hierarchical levels. The operating
mode can be specified for a maximum of four machine groups.

) EKS2 structure EU0DT - EKM2

EUCHNER

R Edit transponder data I

6 Project

a

©]

O}

&

Port: @ COM?3 - Serielles USB-Gerat

Manage transponders

Security

Additional functions

Information

Settings

Identification

Serial number (UID)

Edit ¥

Template ¥

Worker Id

I

Header data
Company
0

Department
0

Plant
0

Cost center

0

Hex/ASCI| editor (=)

Expiry date
Not set m @

Clear

Selection of operating mode
Max. MO for machine group 1
Not set

Max. MO for machine group 3
Not set

“r

Max. MO for machine group 2
Not set

Max. MO for machine group 4
Not set

ar

ar

Additional data

Free user data
#

30 |00 00 00 0@ 0@ @0 00 00
38 |00 00 00 09 00 @9 00 00

Transponder: @  Status: Valid transponder

Personnel number

Area where the transponder is to apply.

2 A descending hierarchical order applies to the Company, Plant, Department, Cost center fields.
3 Expiry date
The expiry date can be set with the aid of the calendar, by entering the number of days or manually.
4 Selection of operating mode
Individual machines can be combined into up to four groups. An operating mode can be assigned to each group.
5 Additional data

A further 86 bytes are available for use as required, e.g. for additional authorizations.

The evaluation of the values set here is specified in the Electronic-Key-System EKS2. You will find further information in the

operating instructions for the Electronic-Key-System EKS2 (doc no. MAN20001715).

An invalid entry is marked with a red border.

9.2.

You will find further information in the corresponding application at www.euchner.com.

EKS2 structure EUOO2 (only for machine manufacturers)
The EKS structure EUOOZ2 project is available to the machine manufacturer for the Electronic-Key-System EKS2.
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10. Individual projects and data structures

Individual projects can be created for the Electronic-Key-Systems EKS and EKS2. Databases are individually created and
structured using the Database Designer. The corresponding input mask for writing the transponders is also created in the
Database Designer.

You can find further information on using the Database Designer in chapter 12. Database Designer on page 22.

11. Additional editing functions (only for EKS2 projects)

11.1. Using Hex/ASCII editor
The transponder's memory area is displayed in the hex/ASCII table in the right Hex/ASCII editor drop-down box:

‘ Read H Write ‘ Edit ¥ Template ¥

Identification

Serial number (UID) Worker Id 208
0432752AC7 109000 112 208
ale
024
Header data 832
a48

Compan Plant
Py 043
100 110 056
aed
Department Cost center 872
113 400113 28e
288
Expiry date 096
— 184
10/29/2024 m| @ Clear 112

As you edit the fields, the corresponding bytes in the Hex/ASCII editor are displayed with a light-blue background.
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11.2. Using text editor for projects

For the EKS2 structure EUOO1 and EKS2 structure EUOO2 projects, the input field designations of a project can be edited
using a text editor.

(& EKS2 structure EUDDT - EKM2 - (m] X
EUCHNER Edity  Template ¥
) Identification @ Text editor
[ Edit transponder data i 2
Serial number (UID) Worker Id B ‘ Save | Close ‘ Undo | ‘ Redo ‘
0 ‘ 2
f <
© Project % Deutsch English
T
Header data Identifikation Identification
= Manage transponders Company Plant
0 0 Seriennummer (UID) Serial number (UID)
EI . Personalnummer Worker Id
Secu”ty Department Cost center
0 0 Header-Daten Header data
® Additional functions ) Firma Company
Expiry date
Not set B @ Clear Werk Plant
@ Information Abteilung Department
Selection of operating mode Kostenstelle Cost center
Max. MO for machine group 1 Max. MO for machine group 2
Not set N Not set N Ablaufdatum Expiry date
v v
Betriebsartenwahl Selection of operating mode
Max. MO for machine group 3 Max. MO for machine group 4
Not set a Not set a Max. MO fur Maschinengruppe 1 Max. MO for machine group 1
22 Settings
Port: @ COM2 - Serielles USB-Gerat Transponder: @  Status:
1. Open the project to be edited in the Project menu item.
» The Edit transponder data window opens.
2. Click the Project menu item.
3. Click the Edit button for the project to be edited.
@ EKS2 structure EU001 - EKM2 - o X

EU CH NER Select a suitable project or add a new project.
| MNew | | Import |
R Edit transponder data Al EKS2 EKS 4=
(@) Project EKS2 structure EU001 More ¥

EKS2 project for the user

= Manage transponders
Structure: EU001

S

EKS2 structure EU002

8 Security

® Additional functions
EKS2 project for the machine manufacturer

@ Information Structure: EU002

| Open || Edit |

» The most recently saved input mask and the text editor are opened under Edit transponder data.
4. Edit field names and save.
=» The changed field names are saved together with the project.
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11.3. Managing security settings

A multilayer security concept is used to protect the project and transponder data for EKS2. Each EKS2 project is protected
with a project password. In addition, the data written to the transponder with the aid of the Electronic-Key-Manager EKM?2
application software are encrypted using a private user access key.

The project password prevents unauthorized personnel from viewing or changing the user access key in the application
software. The project password is assigned specifically by the user. If the project password is lost, it is necessary to reset
the project, see chapter 4.2. Resetting project on page 8.

The user access key is created by a password generator and can be copied for safe keeping.

@ Important!

If the user access key is changed by generating the key again, transponders already written can no
longer be edited using the related project. For further information, see chapter 11.3.2. Using tran-
sponders after changing the user access key on page 20.

) EKS2 structure EUOOT - EKM2
EUCHNER
N Edit transponder data
© Project
= Manage transponders
&) Security
® Additional functions

@ Information

3 Settings

Port: @ COM3 - Serielles USB-Gerét

Access key

ATTENTION!

The access key should be specified once. Changing the access key will mean that the
data for the transponders configured previously can no longer be edited with this
project. The transponders written must be reset to factory settings.

Also, all EKS2 read/write stations in the field must be reset to factory settings and taught
in again using a transponder with the modified access key.

Private user access key

Using the private user access key the transponder date are encrypted.

‘ Generate H Copy

Change project password

The project password is used to protect the project's security settings from
unauthorized access.

New project password (at least 3 characters)

nvalid )

Confirm new project password

Transponder: @® Status:

Security settings

1 Cancel Changed security settings are discarded.

Save Changed security settings are saved.

User access key

2 Generate A user access key is created with the aid of a password generator.

Copy The user access key is copied to the Clipboard.

Project password

The project password must consist of at least 3 characters.

A public user access key is additionally used for the data area for machine manufacturers; this key can be saved in the

control system (PLC). You will find further information in the corresponding application at www.euchner.com.

MAN20001766-03-06/26 (translation of the original operating instructions)
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11.3.1. Using transponders after resetting the project

gll security settings and templates already saved will be lost when the project is reset, see: 4.2. Resetting project on page
Proceed as follows to be able to continue to use transponders already written:

1. Re-open the related project under Project.

2. Enter the previously used user access key in the corresponding field under Security and save.

3. Assign a new project password and save.

®» |t is possible to read and edit transponders already written.

11.3.2. Using transponders after changing the user access key

If the user access key is generated again and saved, transponders already written can no longer be edited using the related
project.

To write data to the already written transponders again and continue using them, proceed as follows:

1. Reset the transponders to factory settings under Additional functions, see chapter 11.4. Reading and resetting tran-
sponders on page 21.

2. Reset all EKS2 systems in use to factory settings. You will find further information in the operating instructions for the
Electronic-Key-System EKS2 (doc no. MAN20001715).

3. Write data to the transponder again.
=» The newly generated user access key is written to the transponder.
4. Teach-in the new user access key in the EKS2 system, see operating instructions for the Electronic-Key-System EKS2.
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11.4. Reading and resetting transponders

Under Additional functions, transponders can be reset to the factory settings; it is also possible to read their properties and
the projects saved on them.

) EKS2 structure EU0DT - EKM2

E u c H N ER Factory Reset

The transponder will be reset to the factory settings.
The data stored on it will be deleted. @
X Edit transponder data
@ Project
) Transponder
. Serial number (UID): 04 3F 5F 2A C7 10 90 00
= Manage transponders Memory size: 4064 bytes Free
Order number: 168438 @
A Security Color: Orange
Manufacturer: EUCHNER

@® Additional functions

@® Information

Applications and projects on the transponder

App: User area

Project: EKS2 structure EU001

Project version: 1

Last changed on: 9/9/2025 1:19:21 PM

Writing Software: EKM2 Basic —®
Software version: 1.0.0

Locked: No

Expired: No

2 Settings
1 Factory reset: A written transponder is reset to the factory settings.
2 Read the transponder properties.
3 Read the application and the project with which the transponder was most recently written.
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12. Database Designer

Using the Database Designer, individual EKS and EKS2 projects with their own database and an individual input mask can
be created.

12.1. Creating an individual project
1. Click the New button in the Project menu item.

O Test_Fehlermeldungen - EKM2

EU CH NER Select a suitable project or add a new project.
[ e |

X Edit transponder data Al EKS2  EKS

O Project I EKS2 structure EU0O1 More ¥

EKS2 project for the user

= Manage transponders
Structure: EU001

& Security ‘ Open ‘ ‘ Fait @
@ Additional functions EKS2 structure EU002
EKS2 project for the machine manufacturer
@ Information Structure: EU002
‘ Open ‘ ‘ Edit ‘

2. Select the transponder type for which you wish to create the project.
3. [f required, select a template.
®» The Database Designer opens.

) EKS2 structure EUDDT - EKM2 — O b4
Project description Database fields Input mask | Save ‘ ‘ Close ‘

Transponder type  EKS2

Structure EUO000
English
Name New Project
11/32
Description
0/256

4. On the Project description tab, assign a name to the project and, if you wish, a description of the project.

5. Save the new project.

@ Tip!

An existing individual project can be selected and copied to use as a template for a new project.
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12.2. Defining database fields

The database fields that the new project is to contain are defined on the Database fields tab. The following distinction is

made between:

» Database fields that are stored both on the transponder and in the database
» Additional database fields that are stored solely in the database

®

Important!

The transponder has limited memory space.

» Pay attention to how much memory is available when defining the database fields to be written on
the transponder.

» It is a good idea to store long database fields only in the database, so as not to overfill the transpon-
der's memory.

®

Tip!

Please note the following points when creating an individual project:

» Avoid making changes or modifications to the database structure if transponders have already been
written with the project, see 12.2.2. Database structure on page 26.

» Subsequent changes or modifications to the database structure can cause already written transpon-
ders to no longer be read correctly.

» For planned subsequent additions, reserve bytes can be defined in advance using data areas with
the not used data type.

» When database fields are deleted, the corresponding data in the data records of already written
transponders are lost. Alternatively, we recommend leaving database fields that are no longer needed
empty and possibly removing them from the input mask.
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J Sample Project 2 - EKM2

Project description Database fields Input mask

BEERNME

Milling

Turning

KEYCRC

Byte number | Field name
Worker ID

Operating Mode

Database fields on the transponder and in the database Values fiir selection list [Turning] ©
Q
BOnM 6
Data type Length Fixed value Value g
String 2 1 T@
Byte 1 2
Byte 1 3
MO 2 4
KEYCRC 2 5
|IECdate 2

@ o s W N O

Issue Date

o—m

Additional database fields in database

First Name String
C Last Name String

Department String

Field name Data type

Length | Fixed value
40

40

2

Add Add database field.
Delete Delete database field.
Move up Move database field up or down in the table.
1/3/5 | Move down Database fields can also be moved using drag&drop.
Save only in database The database field is moved to the Additional database fields in database area and stored only in the database.
Write to the transponder The database field is moved to the Database fields on the transponder and in the database area. It is therefore
p stored both on the transponder and in the database.
Byte number The byte number indicates the first byte of the corresponding database field in the transponder memory.
Field name A unique field name must be assigned for each database field.
2/4 Data type ) ) ) .
Leneth For further information on data types and their length, see 12.2.1. Overview of data types on page 25
eng
Fixed value A fixed value in the input mask cannot be changed. In addition, no other values can be defined for a selection list.
» Depending on the selected data type, values for a selection list can be entered here. The selection list in the database
6 Values for selection list [ is the basis for the drop-down menu in the input mask.
» You can enter either a fixed value or values for a selection list, not both.
1. Add database field.
2. Define the field name, data type and length. For further information, see 12.2.1. Overview of data types on page 25.
3. Enter a fixed value or values for a selection list, as required.
4. Establish whether the database field is to be stored on the transponder and in the database or in the database only.
5. Create and store further database fields as described in steps 1 to 4.
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12.2.1. Overview of data types

The following data types are available for the database:

Additional options

Length Character Data values/value Values f Ao
Data type - alues tor  pescription/input mask standard element
WP (bytes) format range 52;3: selection ST
list
» The data type is used only for the transponder.
» With this data type, you can define a memory area on the transponder that
not used 1-116 - - - will not be overwritten during the writing process.
This could be existing data from a different data structure/project that
must not be overwritten, or a reserve area for subsequent additions.
Int8 1 -128...127 3 3
Int16 2 215, 2151 3 3
Int32 4 231, 2311 3 3
Int64 8 -263,..263-1 3 3
Uint8 1 0...255 . . » Standard element: TextBox
Uintl6 2 0... 216 -1 . . » Standard element for selection list: ComboBox
Uint32 4 ) 0...232-1 3 3
decimal
Uint64 8 0... 264 -1 3 3
byte 1 0...255 3 3
Word 2 0... 216 -1 3 3
» The data type is intended for selection of operating mode. You will find further
0. 3855 21845 information in the operating instructions for the Electronic-Key-System EKS2
MO 2 13107, 23130, ; See de- (doc no. MAN20001715).
15420, 26214 scription » The values of the MO data type are predefined and cannot be changed.
» Standard element: ComboBox
String 1.x ASCII Any . . » Standard element: TextBox
ByteArray 1.x Hex/ASCII | Any - - » Standard element: Hex/ASCII editor
BitArray 1..x decimal 0/1 . - » Standard element: CheckBox
DateASC 8 An » Standard element: DatePicker
Dat Y » Storage format YYYYMMDD
ate
» Standard element: DatePicker
|ECdate 2 1.1.1990...6.6.2169 - -
» Storage format: Uint16 (number of days since January 1, 1990)
» The data type is used only for the transponder.
» A checksum is formed based on the serial number (UID) and a specific area
of the user data. The start byte and length of the area to be calculated can
KEYCRC 2 decimal 0...216-1 - - be individually set.
» The KEYCRC checksum must not lie within the area defined by the start byte
and byte length.
» Standard element: TextBox

For the additional options Fixed value and Values for selection list, you can enter only one or the other. A combination is
not possible.

» Fixed value: » The entry defined as a fixed value cannot be edited or changed in the input mask.
» Example: Individual ID for identifying all transponders written with this value.
» Values for selection list: » Using the values for a selection list, a drop-down menu can be created in the input mask.
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12.2.2. Database structure

For an overview of the layout of data stored on the transponder, open the Hex/ASCIl editor on the right-hand side of the
Database fields tab:

& EKM2 — ] *

Project description Database fields Input mask | Save || Close |

Database fields on the transponder and in the database ®
# Issue Date ASCII %
Byte number  Field name Data type Length Fixed value gg zg gz i 000 00| . H-1-- §
0 Worker ID String 2 ‘%
2 Milling Byte 1 =
3 Turning Byte 1

4 QOperating Mode MO 2

6 KEYCRC KEYCRC 2

8 Issue Date IECdate 2

If subsequent changes are made to the database structure, already stored data must be migrated to the new structure.

@ Important!

When migrating data, pay attention to the following:

» Migration starts when the Database Designer is saved.

» The migration of existing transponder data can take some time.

» For projects that are already in use, it may be necessary to reprogram control systems in the field.
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12.3. Creating an input mask
The individual input mask for the new project is created on the Input mask tab.

@ Important!

The structural element for the serial number (UID) is already created automatically in each individual
input mask.

Q Exmz

— a X
R

Project description Database fields Input mask

Englisch s Create input mask
N

ooEEREnE contne
; |
4 Container
@7 po—— Serial number (UID) Issue Date Comment Key Data
* Key Data Not set B Clear
TextBlock D Line break
4 Container Adjust width automatically
First Name Last Name 4®
T .
uD @
Worker ID & Worker ID Department Margins
Milling & B Left 0 Top 0
Tuming & Right 0 Bottom 0
( :) Operating Mode &
Milling Operating Mode
KEYCRC . R
Issue Date &
First Name & Tuming
Last Name & B
Department II & @
[ s s ———©
Container
TextBlock
TextBox
( ) CheckBox
ComboBox
DatePicker
HexEditor
Undo Undo the last action.
Redo Redo an action that was undone.
1 Language selection: The texts and designations of input fields can be individually defined for English and German.
. An input mask is generated automatically based on the previously defined database fields. For further information, see
Create input mask . : .
12.3.1. Generating an input mask automatically on page 29.
Structure Structure of the input mask: This consists of containers and other elements and the available database fields.
Delete Delete an element.
Move up Move an element up.
Move down Move an element down.

2 Move to a higher level

Move element to a higher level.

Move to a lower level

Move element to a lower level.

Collapse structure

Collapse the structure.

Expand structure

Expand the structure.

Search

Search function for structural elements

3 Available database fields

The database fields available here are the ones that have been defined on the “Database” tab. They can be added to the
structure either automatically or manually, see 12.3. Creating an input mask on page 27.
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Input mask elements

Elements for creating the input mask

Container Groups elements that belong together and can be arranged hierarchically.
TextBlock Contains write-protected text such as field names, descriptions and comments.
TextBox Input field
4 CheckBox Enables or disables the action in question.
ComboBox Drop-down menu for a selection list
DatePicker View and select a calendar date
HexEditor Display in the Hex/ASCII editor
Properties The correspondin_g properties can be changed or defined, depending on the structural element that is selected in the
Structure or Preview panel.
Comment Internal comments that are displayed for the relevant lelement in the Structure panel.
Comments can be used to make the structure of the input mask clearer.
Line break Line break before the selected container or element
Adjust width automatically The width of the selected container or element is adjusted automatically.
Width in % Width of the selected container or element in relation to the neighboring elements
6 Margins Distances from the respective neighboring element
Style* Style
Font* Font
Text™ Text to be shown in the TextBlock structural element
Database field binding * Binding of the element to a database field.
Designations for selection fist” ?ﬁ: I\%Qlitéznfst):(;Lttehse‘lsencttrilgi Illnstt I;;aomptiterrg;l;gargs-ggrdvz trgte)n;r.e stored in the database, however.
7 Preview Preview of the input mask for writing the transponders

*Available only for certain structural elements.

The individual input mask can be created as follows:

» 12.3.1. Generating an input mask automatically on page 29
» 12.3.2. Creating an input mask manually on page 29
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12.3.1. Generating an input mask automatically

@ Important!

When an input mask is generated automatically, all existing input fields and their properties are over-
written.
» All manual changes are overwritten and reset to the default settings. This applies to:
- Structure
- Properties of structural elements
- Bindings to database fields
- Texts and designations
» If further database fields are created after the first input mask was automatically generated, we
recommend adding the new database fields to the structure manually, see 12.3.2. Creating an input
mask manually on page 29.

Prerequisite:
» Database fields have been defined in the Database fields panel.

1. Click the Create input mask button.

) Sample project - EKM2

Project description Database fields Input mask

Englisch v Create input mask

"
Structure Previewr

The newly generated input mask is displayed in the Preview panel.
In the Structure panel, move the individual elements via drag&drop or the relevant buttons as required.
In the Properties panel, define comments and texts and edit layout features as required.

Wy

Save the project.

12.3.2. Creating an input mask manually

Prerequisite:
» Database fields have been defined in the Database fields panel.

In the Input mask elements panel, select the Container element and use to add it.
The newly added container is displayed in the Structure panel.

In the Available database fields panel, select the required database field and use to add it.

L AR e

The database field along with the respective standard input element and data binding is added to the selected container
in the Structure panel.

If necessary, use the Input mask elements panel to select the Textblock element and use to add it. m
If required, use the Structure panel to move containers and elements via drag&drop or the relevant buttons.

Add further database fields as described in steps 1 to 4.

In the Properties panel, define comments and texts and edit layout features.

N o ok~ w

Save the project.
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13. Changing settings

The language, device and COM port can be selected under Settings in the navigation area.

& EKS2 structure EU001 - EKM2
EUCHNER
X Edit transponder data
O Project
‘= Manage transponders
-] Security
@ Additional functions

® Information

i’.§3 Settings

Port: @ COM3 - Serielles USB-Gerat

Language

Select your language.

ar

English

Device / COM port

Select a device to read the transponders. Select the COM port to which the device is connected.
t Serielles USB-Gerat (COM3) B
KF"
@® Programming station EKS2 O Electronic-Key-System USB/CIS

(*) Advanced settings

Filling characters
Define the characters to be used to fill empty data areas in the hex/ASCIl editor.

The following characters can be defined:

0 | 0-9), o0, AR

Update

|:| Search for updates automatically

Transponder: @  Status:

The following configurations can be carried out in the Advanced settings drop-down menu:
» Define filling character (see chapter 5.2. Hex/ASCII editor on page 12)
» Search for updates automatically (see chapter 14. Updating software and firmware on page 31)
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14. Updating software and firmware

14.1. Updating Electronic-Key-Manager EKM2
1. Activate “Search for updates automatically” under Update in the Settings menu item in the navigation area:

) EKS2 structure EU0DT - EKM2

EUCHNER tenowse

Select your language.

N Edit transponder data English v
O Project Device / COM port
Select a device to read the transponders. Select the COM port to which the device is connected.
= Manage transponders
9 P l Serielles USB-Gerat (COM3) B
. 1
8 Security K[ &
o . ® Programming station EKS2 (O Electronic-Key-System USB/CIS
® Additional functions
@Advanced settings

@ Information
Filling characters

Define the characters to be used to fill empty data areas in the hex/ASCI| editor.

The following characters can be defined:

0 09 2 A

Update

Search for updates automatically

i§3 Settings I

» A yellow dot will appear next to the Information menu item when a new update becomes available:

(ONiniermaton Software update
v2.0.0

Available version:

Release date: 3/27/2025

1. Download the new version. Save the ZIP file to any location on your PC.

| Download New Version

2. Start the update and select the ZIP file with the new version.

Start update

Click the Download New Version button in the Information menu item.
A ZIP file is downloaded.

Click the Start Update button.

Select the ZIP file.

The application is closed.

The Windows input prompt opens automatically.

$ 8 8 08 D>

Once the update is complete, the application will open again automatically.
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14.2. Updating EKS2 programming station firmware
With the aid of the Electronic-Key-Manager EKM2 software, it is also possible to update the firmware in the EKS2 program-

ming station.

Q) EKS2 structure EU00T - EKM2
EUCHNER
N Edit transponder data
@) Project
‘= Manage transponders
& Security
® Additional functions

@® Information

8% Settings

Port: @ COM3 - Serielles USB-Gerat

& +49 711 7597-500

= support@euchner.de

Help

Manual

Software update

Available version: The update function is deactivated.

You can activate this function in Settings.

Update Programming Station

Read Current Versions

Firmware version:
Hardware version:

Order number:

1. Select the update file (.efu).

Select Update File

New firmware version:

2. Start the programming station update.

Start Programming Station Update

Transponder: @  Status:

@ Important!

You will require the corresponding firmware file (.efu) to update the programming station’s firmware.
[t can be requested from the EUCHNER support team.

§ L=

15. Data backup

The application software does not have a function for performing automatic or manual data backups. Therefore, to back
up data that are created with the Electronic Key-Manager EKM2, appropriate measures must be taken in the external IT

environment.

Copy the firmware update file to a local directory on the PC, then unzip and save it.
Click Select Update File and select the new .efu file in the directory where it is saved.
Click Start Programming Station Update.

The new firmware for the programming station is installed.
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16. FAQ - Frequently Asked Questions

16.1. For what is the project password required?

The project password is required:
» to display the current user access key
» to generate a new user access key, see chapter 11.3. Managing security settings on page 19

It is not required to edit the transponder data.

16.2. Can | assign a new project password without changing the user access key?
The project password is independent of the user access key. If it is changed, there is no effect on the user access key.

16.3. | have changed the user access key. Can | continue to use transponders already
written in my project?

No, that is not possible. Transponders already written and the EKS2 systems in use must be reset to the factory settings.

You will find further information in chapter 11.3.2. Using transponders after changing the user access key on page 20.

16.4. |have written transponders. Why aren't they displayed under Manage Transponders?

Possible causes are:

» The project with which the transponders were written is not open.

» The project with which the transponders were written has been reset.

» A user deleted the data records because the transponders have been lost or are expired.
» No new data were written to the transponders; only the existing data were read.

16.5. | would like to use the application software on another PC. How can | transfer the
license?

To transfer the license, you will require the license document for your software.
1. Click the activation link to activate the license.
2. Click the Transfer licenses button and follow the instructions.

16.6. | would like to change the structure of a predefined project and individually adapt it
to my requirements. How do | edit a predefined project?

You cannot change the structure of a predefined project. However, you can create a new project and use a predefined project
as a template. You can then change the structure with the help of the Database Designer.

You will find further information in chapter 12. Database Designer on page 22.
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